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Abstract: The use of computers, internet, and smartphones in the learning and teaching process has become an 
irreversible fact. Information and communication technologies (ICT) are now one of the fundamental teaching resources and 
even one of the principal teaching environments. The widespread use of ICT stands in positive correlation to the growing number 
of studies on educational aspects of the use of new media in schooling. The dynamically growing number of publications in this 
field requires reflection on the directions of research in the intensely developing sub-discipline of education science, i.e. media 
pedagogy. The aim of the article is to explore the two dominant directions of research on didactic and upbringing aspects of 
ICT use in education. The text presents the assumptions and processes assigned to both the opportunity paradigm and the risk 
paradigm of media pedagogy. These paradigms clash, giving rise to research directed at positive or negative phenomena related 
to the digitalization of schooling and educational processes. The text is an attempt to draw attention not only to the development 
of media pedagogy, but also to methodological errors resulting from anchoring research to only one trend. 
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Introduction 


Analyses of the results of research into the behavior of young people in cyberspace show that 
there are two approaches taken by teachers, parents, researchers, individuals, and opinion-forming 
institutions. One assumes that digital media (the Internet, computers, mobile phones) lead to many 
positive results when they are introduced into learning, teaching, and leisure. Representatives of this point 
of view recognize the role of Information and Communication Technologies (ICT) and associate the use of 
digital media with positive pedagogical outcomes. One of the arguments for implementing (sometimes ill- 
considered) ICTs in almost every educational activity is the desire to keep up with technological progress. 
Using more recent and faster digital devices and visually attractive software and websites seem to be 
indicators of being up-to-date with the rapid changes in the world of technology. Device upgrades evoke 
positive connotations (e.g. more focused students, the greater prestige of the teacher who uses ICT, 
increased educational added value) (Pelgrum, 2001; Keane, Keane and Blicblau, 2016; Reyes et al., 
2017). The opportunities paradigm, included within the category of benefits, is successfully used as an 
argument in the discussion about the directions of the development of formal education and the changes 
that occur due to the common use and implementation of new technologies in learning, teaching, and 
education processes (Petko, 2012). In both the scientific and mainstream discussion, the opportunities 
paradigm often “clashes” with the opposite perspective that emphasizes the negative consequences of 
using ICT. The risk paradigm is particularly noticeable in the global EU KIDS research (Pyzalski et al., 
2019; Smahel et al., 2020) which assumes that the Internet may be a source or environment that facilitates 
aggression and peer violence, access to pornographic content, and sexual behavior. In addition to these 
negative behaviors and threats, there is a debate on addiction to phones and the Internet, problematic 
Internet use, and the harmful Deep Web. From an educational perspective, each of these threats raises 
many concerns and controversies (Livingstone, 2004). Additionally, every issue has been discussed in 
numerous scientific publications (empirical research) and methodological works (the effective prevention 
of e-threats and the implementation of digital media in education). However, many of these publications 
and, consequently, the research itself is one-sided and does not consider the opposite point of view. 
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For this reason, it has become necessary to conduct analyses of the research results and redefine the 
perspective regarding the relationship between the paradigms in the context of modern challenges. There 
is an urgent need for the integration of the two paradigms due to the rapid changes in the information 
society and the apparent need to prepare modern teaching staff in the wider European community. A brief 
summary of the elements assigned to both paradigms is presented in Diagram 1. 


Risk paradigm Opportunities 
paradigm 


- Problematic Internet Use 

- Cyberbulling - Empowering digital competence 
- Peer violence - Strengthening the motivation 

- Sexting of future teachers to use 

- Happy slapping digital media 

- Hate speech - Integrating new devices, 

- Manipulation on Internet Media Pedagogy =z, programmes and websites into 


- Fake news learning and teaching 
- Data smog - Taking into account civilisational 
- Gambling and technical changes in academic 
- Gaming education 
- Access to pornography - Recognition of digital media as a 
- Darknet technical solution to enhance 
- New e-threats... motivation and involvement in 
the acquisition of key competences 
- Developing lifelong learning skills 
using new digital technologies 





Diagram 1. The risk paradigm and the opportunity paradigm 
Source: own source 


The aim of the article is to explore the characteristics of both the risk paradigm and the opportunity 
paradigm of media pedagogy. An intermediary aim of this article is to draw attention to the errors and 
methodological limitations arising from the narrowing of educational research to one perspective, i.e. 
positive or negative options, as they relate to the digitalization of schooling or educational processes. 


Digitalization of education 


The phenomenon of the digitalization of education is a global challenge. The process of the 
implementation of ICT in formal education means that this topic arouses interest not only in specialists 
involved in educational research in the fields of pedeutology, media pedagogy, educational theory, and 
computer science, but it also arouses the curiosity of the general public. The effective use of digital media 
by teaching staff and students has been particularly noticed in the period since March 2020, when most 
of the processes related to education and upbringing were involuntarily “digitized” (Potyrata et al., 2021; 
Tomcezyk and Walker, 2021). 

The digitalization of education has become an irreversible phenomenon. For more than two 
decades, both teachers and experts (scientists, NGO representatives) have drawn attention to the fact 
that it is necessary to modernize educational environments through the use of IT devices, computers, 
smartphones, software, and websites that can all become effective teaching resources (Stosi¢, 2015). 
Nowadays, i.e. in the post-pandemic stage, the use of new technologies in education has acquired a 
new meaning. ICTs have not only become an attractive educational gadget, but have formed the basis 
for crisis didactics (emergency e-learning) over the last several months, enabling the continuity of the 
educational process in the era of the COVID-19 pandemic (Ptaszek et al., 2020). 

Currently, there appears to be no turning back towards the non-application of ICT in education. 
The implementation of ICT in education in recent years has usually been carried out in an unaccelerated 
emergency manner. Teachers have become acquainted with the possibilities of new technologies within 
the framework of self-study, peer education, and specialised courses. In this way, they sought to raise 
the level of their own digital competences oriented towards teaching and educational activities (Novkovic 
Cvetkovicet, StoSi¢ and Belousova, 2018). The digitalisation of education has also taken place through 
government programmes, the enhancement of teachers’ professional education, and the participation of 
schools in projects that seek to improve teachers’ teaching skills. In short, changes to the implementation 
of ICT in subject teaching were usually accelerated by external actors. Nevertheless, there were also 
situations when transformations took place from the inside, perhaps through passionate teachers or 
techno-optimistic principals who implemented e-learning platforms in their own schools in recent years, 
equipped their institutions with Wi-Fi, interactive whiteboards, laptops, tablets, 3D printers, robots, 
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e-books, or software for simulating phenomena (Tomczyk et al. 2017). Regardless of whether the changes 
associated with the digitalization of education were triggered by external or internal circumstances, it 
was an inevitable but slow process. Digitalization occurred according to the capacity of the institutions 
funding education, was mediated by teachers’ attitudes towards new media, or was linked to the broader 
development of the information society (Ziemba, 2019; Walotek-Sciariska et al., 2014). Most recently, 
the process of digitalization has gained speed due to the aforementioned economic, pandemic, and 
modernisation processes. 

The focus on digitalization was not only determined by the positive possibilities inherent in the 
use of ICT in subject teaching. For a long time both teachers and researchers have been focusing on 
the negative effects of new media on individuals and selected social groups in unusual, abnormal, or 
crisis situations. Typically, reflection or preventive actions related to the negative consequences of new 
media use have emerged in circumstances of situations such as cyberbullying (Pyzalski, 2012; Del Rey 
et al., 2015), sexting (Pyzalski et al., 2019), copyright infringement (Tomczyk, 2019), and others. Crises 
resulting from the negative use of ICT forced schools to take swift action to curtail the phenomenon 
and counteract the negative consequences (Tomczyk, 2017). The digitalization of education, therefore, 
generated a number of educational problems that were then faced by teachers, students, parents, and 
the school management. 

Digitalization has caused a division of teachers into groups negatively oriented towards new 
technologies on the one hand and on the other, enthusiasts who see the potential of new media in 
education. The dual character of new media has also been noticed among experts involved in research 
on the processes of upbringing and education. A rarity in comprehensive studies is showing the process 
of digitalization of education through the simultaneous presentation of ‘dark’ and ‘light’ sides of ICT. Very 
often the subject of digitalization in scientific studies has been clearly oriented towards exclusively positive 
or negative dimensions. Of course, this condition has not applied to all studies (e.g. Global Kids Online, EU 
Kids Online); however, as a trend it has certainly been visible in media pedagogy. The orientation towards 
one dimension was not only due to the attitude of the researchers dealing with the issues surrounding 
digitalization, but was also a kind of mapping of the school reality. 

In order to understand more fully the extreme approaches involved in the implementation of new 
media in the educational space, both research trends attributed to media pedagogy are discussed below. 


Opportunity paradigm 


Researchers, techno-enthusiasts, and teachers representing the research stream and the style of 
thinking assigned to the opportunity paradigm, emphasise in their statements, analyses, and theoretical 
frameworks the necessity of implementing teaching solutions based on ICT. Representatives of this 
perspective automatically assume the existence of positive consequences related to the implementation 
and use of ICT in school didactics and educational activities (Greenstein, 2016; Tomczyk, 2017; Alexander 
and Rutherford, 2019; Tomezyk, 2021). Very often the analysis of the impact of new media is combined 
with technological progress and the necessity to modernise education. Research on the positive aspects 
of ICT in education stems from the perception of digital didactic means as solutions that are attractive 
to students, and that enable increased concentration, satisfaction, and involvement during learning. The 
aforementioned features of the opportunity paradigm are effectively used as an argument justifying the 
directions of development of formal and non-formal education with the use of digital hardware resources 
and the Internet (Tomczyk, 2021). 

Researchers conducting studies anchored only in the opportunities paradigm are propagators of 
the idea of the computerisation of education, and thus they clearly see the opportunities that result from 
the use of ICT. Representatives of this paradigm are convinced of the legitimacy of implementing and 
conducting research with an emphasis on the benefits of using IT devices (e.g. tablets, mobile phones, 
computers), and digital teaching aids (e.g. multimedia boards, digital printers, educational software), 
as well as virtual educational and communication environments (e.g. e-learning platforms). Sometimes 
researchers assigned to this stream do not take into account the dual character of new media. One 
consequence of this situation is the creation of research tools, as well as theoretical frameworks, which 
are prepared only to confirm the only valid hypothesis, which is that without ICT, the quality of education 
decreases. Such an erroneous assumption may result from poor knowledge of the impact of the use 
of new media in education, or a high level of techno-optimism, or from insufficient experience either in 
designing research that takes into account the broader context of media pedagogy or in the broader 
realm of pedagogical research methodology. At the same time, it should be emphasised that not all of the 
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research anchored in the opportunity paradigm of media pedagogy leads to erroneous results. However, 
highlighting only the positive sides of the use of new technologies is fraught with the risk of various kinds 
of errors related to the interpretation of the complex ecosystem that is educational reality. 

In order to more precisely exemplify the opportunity paradigm, it is worth referring to the most 
common phenomena and processes attributed to the positive impact of new media on learning, teaching, 
and education. For this purpose, it will be useful to use the EU KIDS Online typology, which notes that ICTs 
in educational contexts are useful as educational resources, enabling contact with others to develop one’s 
own interests, providing an opportunity to create, initiate, and collaborate in the learning process, enabling 
access to global information including OER, are useful in creating diverse forms of social engagement, 
are the basis for creating educational content, are a transmitter of guidance activities, and provide an 
opportunity for a multifaceted understanding of the surrounding reality, as well as the opportunity to 
express one’s own identity (Livingstone and Haddon, 2009; Haddon and Livingstone, 2017). In turn, 
Jacek Pyzalski in analysing the phenomena assigned to the paradigm of opportunities in media pedagogy 
points out that the Internet has become the basis for many positive developmental phenomena for children 
and young people. Analysing the positive aspects of the impact of new media, he further notes their 
importance in education and self-development, and in the development of competence in specialised, 
self-creative, social, consistent, independent, original ways, leading to protection against unwarranted 
criticism, as well as increased patience, self-improvement, and independence (Pyzalski, 2019). ICT can 
therefore be a crucial factor in self-development, as well as in improving hard competences of use in 
the labour market. The opportunity paradigm offers a wide spectrum of possibilities, many of which are 
proffered by cyberspace and digital tools. 

Analysing the last few years of research in the area of media pedagogy, it is possible to see that 
the positive possibilities of ICT are also linked to creating efficient digital learning environments (Sanchez, 
et al, 2021; Chan, Bogdanovic and Kalivarapu, 2021), supporting the development of children and young 
people with special educational needs (Gallardo-Montes et al., 2021), simulating real world phenomena 
through VR and AR technologies (Fedeli, 2013; Gaol and Prasolova-Ferland, 2021), supporting the 
development of teamwork skills (Awour et al, 2021), enhancing the functioning of vocational education 
(Cattaneo, Antonietti and Rauseo, 2022), strengthening the assessment of educational outcomes 
(Misiejuk and Wasson, 2021), diversifying learning methods and self-assessment (Cheng, Bogdanovic 
and Kalivarapu, 2021), supporting the development of soft skills (Samuelsson, Price and Jewitt, 2021), 
and predicting educational achievements (Yu, Wu and Liu, 2019). The aforementioned aspects of the 
application of ICT are only a fraction of the possibilities offered by ICT. Nowadays, cyberspace and digital 
devices lend themselves to unlimited deployment in almost every area related to learning and teaching. 
In turn, such implementations offer an opportunity for pedagogical measurement, which can be based on 
the opportunity paradigm of media pedagogy, thus significantly highlighting the advantages of using ICT in 
the educational dimension. The focus of researchers and educators on positive aspects is a driving force 
for change. The assumption of working hypotheses when implementing new ICT solutions in didactics 
and education is an indispensable activity for the opportunity paradigm of media pedagogy. The paradigm 
provides opportunities to improve the educational system through taking into account the strengths 
that result from the specificities of new media: multimedia, versatility, soeed of operation, speed of data 
transfer, and the universality of ICT, not to mention the exponential growth of software aimed at education. 
The opportunity paradigm is therefore the basis for many studies on the educational application of ICT for 
both formal, informal, and non-formal education. 


Risk paradigm 


A different perspective of the phenomenon of digitisation is provided by research embedded in 
the risk paradigm. Research that represents the risk paradigm is characterised by an emphasis of the 
negative consequences that result from the pervasiveness of ICT. In this view, ICT are the cause or 
consequence of negative behaviors. The use of new media may lead to the breaking of the rules of 
social life, and can contribute to physical and mental health problems that lead to long-term disorders. 
Experts embedded in this paradigm very often link negative phenomena mediated by digital media to 
each other, and integrate problematic functioning in the online world with similar problems in the offline 
world. The risk paradigm is a kind of warning about how digital technologies hijack life and impede 
proper socialisation and upbringing (Tusseyev et al., 2021). Studies and opinions representing the risk 
paradigm are very often cited when problematic behavior among children and adolescents emerges and 
it is new technologies that receive the blame. Phenomena assigned to the risk paradigm are also often an 
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argument in discussions on the psychosocial functioning of children and adolescents in the modern world. 
The range of phenomena associated with the ‘dark side’ of the Internet is systematically expanding with 
the development of information society services. 

In the aforementioned EU Kids Online model, the authors highlight that the Internet can be both a 
space and a source for fostering undesirable behavior (Pyzalski et al., 2019). However, in many reports 
on negative behavior, cyberspace is just an additional place where young people with certain tendencies 
are exposed to undesirable phenomena (Tomczyk and Wasinski, 2020). Thus, in the risk paradigm, one 
can encounter multiple approaches where new technologies are the cause, the effect, and the space of 
e-risks. 

Typical phenomena attributed to the risk paradigm of media pedagogy include electronic violence 
and aggression, harassment and stalking, access to pornography, grooming and abuse of sexual content, 
exposure to encounters with strangers, distress by providing inappropriate content, sexting, exposure 
to racist content, hate speech, and ideological manipulation. Among the phenomena of concern, 
representatives of EU KIDS Online also mention the generation of potentially harmful content, product 
placement, misuse of personal data, access to gambling, and copyright infringement (Livingstone, 
Mascheroni and Staksrud, 2017). Other threats in the digital world include the issue of problematic internet 
use (often mistakenly defined as internet addiction) (Kiraly et al., 2014; Kiraly and Demetrovics, 2021), 
and pathostreaming (Kmieciak-Gotawska, 2018), FOMO (Jupowicz-Ginalska, 2018), and nomophobia 
(Bhattacharya et al., 2019). 

Jacek Pyzalski, in assessing the behaviors assigned to the risk paradigm of media pedagogy, 
clearly stresses that the activities listed above are undertaken by a minority, whereas in analysing 
the literature on the subject, one may receive the impression that they concern the entire adolescent 
population. Presenting young users of new media only as perpetrators and victims of incidents assigned 
to the risk paradigm of media pedagogy may create a distorted image of this age group. Pyzalski also 
points out that the dark side of the Internet is researched through small samples (often accidental), using 
non-standardised research tools without a proper theoretical foundation, or by overinterpreting the data 
collected (Pyzalski, 2017). The position he presents is very important for several reasons. Firstly, when 
examining risky phenomena, it should be kept in mind that only a small percentage of young users of new 
media experience e-risks, and an even smaller percentage trigger such threats. Moreover, young people 
are not always fully prepared to deal with problems related to cyberspace on their own. Despite the fact 
that this is a group which uses new media intensively, selected layers of competence within this group 
need to be strengthened. The stereotypical approach to young people, indicated by Pyzalski, as intensive 
users of ICT and also the most threatened or most likely to pose a threat, is surely the wrong approach. 
The risk paradigm is very often used by educators to show the dark side of new media, as well as to 
highlight the problems that the young generation of users causes. However, in most cases the studies of 
this type do not fulfill the elementary principles of social research methodology in the field of pedagogical 
sciences. 


Methodological errors and paradigms of research in media pedagogy — the 
author’s approach 


The two positions presented here are the basis for many studies attributed to media pedagogy and 
psychology. The unambiguous focus on the positive or negative aspects of the influence of new media on 
processes related to education is visible in the research assumptions (objectives, hypotheses, ways of 
interpreting research results) or is unintentionally hidden through how the narrative is constructed around 
the features and directions of influence of ICT. Emphasising too strongly the positive or negative aspects, 
or failing to take into account phenomena from the opposite side in the creation of the research model, 
may lead to errors. This list is an attempt to point out the most typical errors resulting from the failure 
to take into account the duality of the paradigms. Ten typical errors that may result from intentional or 
unintentional consideration of only one research paradigm are described below. 

1. Creating stereotypical knowledge about the influence of the media on the upbringing and 
educational processes. 

2. Strengthening negative beliefs among parents, teachers, and students about the use of ICT in 
education and upbringing. 

3. Increasing information noise about the impact of ICT on the behavior of individuals and groups. 

4. Making public methodologically flawed research reports that may become an unscientific basis 
for the creation and implementation of school digitalization policies. 
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5. Generating descriptions of educational phenomena lacking a holistic perspective. 

6. Creating false beliefs and establishing incorrect norms related to the how new media is used 
by children and young people, with these beliefs then providing the basis for the production of new, 
inadequate, diagnostic tools. 

7. Methodologically flawed publications entering the scientific circuit, which are then disseminated 
and cited by less experienced researchers. 

8. Conducting research that has no real application in the school reality, and therefore is inherently 
useless. 

9. Creating training programmes (e.g. preparing future pedagogical staff, or teachers improving 
their own competences) based on one type of dominant narrative, either techno-optimism or techno- 
pessimism. 

10. Lowering the prestige of media pedagogy as a science based on unclearly defined paradigms 
or popular opinions. 

The errors presented above are typical situations that may occur when one of the two paradigms 
is dominant or absent. Of course, it should also be taken into account that more experienced scientists 
or teachers, as well as people with a high level of critical thinking, are able to spot such errors and 
inaccuracies. Nevertheless, the 10 most common consequences represent a set of specific arguments 
about the need for a serious and critical debate on the quality of research attributed to media pedagogy. 


Conclusions 


In analysing the results of research on young people’s behavior in cyberspace, two dichotomous 
approaches can be observed among teachers, parents, researchers, opinion leaders, and institutions. 
One of these assumes that digital media bring a number of positive effects when they are integrated 
into the processes of learning, teaching, and leisure. It is the representatives of this point of view who 
appreciate the role of ICT, who link the use of digital media with positive effects from a pedagogical point of 
view. Sometimes these opinions and actions are exaggerated, lacking an empirical basis. One of the most 
frequently mentioned arguments for including ICT (sometimes thoughtlessly) in almost every educational 
activity is the desire to keep up with technological progress. The use of newer and faster digital devices as 
well as graphically appealing software and websites seems to be an indicator of keeping up with constant 
and rapid change. The opportunity paradigm in scientific and colloquial discussion repeatedly ‘clashes’ 
with the opposite perspective, where the emphasis is on the negative consequences of ICT use. The risk 
paradigm is particularly evident in the global studies of media psychologists, where it is assumed that the 
Internet may be a source or a space conducive to aggression and peer violence, access to pornographic 
materials, and the sexual and other negative behaviors discussed in the present study. Each of these 
risks raises many concerns and controversies from an educational perspective. Moreover, each issue 
is characterised by a huge number of scientific publications (empirical studies) and methodological 
studies (how to effectively counter e-risks and implement digital media in the process of education and 
upbringing). However, many of these studies, and thus research, have a unidirectional tone that does not 
take into account the opposite perspective. Therefore, it becomes necessary to conduct meta-analyses 
of research results and redefine our perspective on the relationship between the two paradigms in the 
context of contemporary challenges, with this having a knock-on effect on the modernization of programs 
that prepare pedagogical personnel. 

The risk paradigm and the opportunity paradigm are two increasingly visible trends and research 
directions in media pedagogy. It is rare for both perspectives to be combined in studies devoted to the 
education or psychosocial functioning of children and adolescents in the new media space. As shown 
in this study, each of these paradigms emphasises one side of the impact of new media on groups 
and individuals. Conducting research in either one or the other runs the risk of distorting reality, which 
may not only lead to a deepening of the disagreement between techno-optimists and techno-pessimists 
(Tomcezyk, 2017), but also build new stereotypes, distort the basis for creating effective directions for the 
digitalization of education, and create an imprecise theoretical framework for effective preventive actions 
against e-risks. 

Both the risk paradigm and the opportunity paradigm are necessary directions for reflection on 
the changes that new media bring about in upbringing and education. The interpenetration of different 
Opinions, positions, assumptions, research results, and theories on the opportunities inherent in new 
media (StoSi¢, 2015; Tomczyk and Kopecky, 2016) is a necessity in realizing methodologically correct 
research on the digitalization of education. The lack of simultaneous consideration of both perspectives in 
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further research assigned to media pedagogy may become one of the cardinal mistakes in the next stage 
of the development of media pedagogy. 
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